Reported Scams and Cybercrime alerts
 
Dear Watch Member,

The below are the latest scams and cybercrime incidents that have been reported in your area.  Please pass these on to others and encourage those who are not registered for OWL alerts to do so, to help prevent them from becoming a victim of a scam, cybercrime, or crime.

‘Free Samples’ Promotion  - Online
A resident has reported an incident  relating to ‘Free Samples’ offered in a promotion via the internet. The samples  of anti-aging creams were being offered free, but postage was to be paid.  The items were delivered , no paperwork was included in the package.  Upon checking their credit card statement later they found that over £200 had been paid out of their account to the suppliers of the ‘free samples’ . The resident put a block on the transactions while the credit card company is investigating the incident.

Trading Standards would like to remind residents to make sure when purchasing goods via the internet or from catalogues to fully read all the companies terms and conditions. There may be clauses in the small print which result in you unintentionally entering into a contract and having to pay out extra monies. 

If purchasing goods of £100 or over it is recommended that you carry out these transactions on a credit card. Under section 75 Consumer Credit Act 1974 if something goes wrong with the purchase, your credit provider must take some responsibility.   
Please report any incidents to Citizens Advice Service on: 03454 04 05 06

Telephone Scam Attempts continue – ‘Technical Support’
We continue to receive reports of telephone cold callers attempting to gain remote access to people’s computers. The callers are persistent and their  methods vary. Please click on the link below for more information

http://www.actionfraud.police.uk/news/watch-out-for-microsoft-scam-calls-to-fix-your-computer-jan15
Phishing E Mail – Apple ‘ Your recent purchase from Apple Store’
An e mail has been received purporting to be from ‘Apple’ relating to an invoice for Netflix. The recipient knew it was a scam as they had never purchased items from them. The e mail stated that the subscription will automatically renew unless cancelled, it then gave a link for the recipient to click on to cancel the subscription. See advice in the link below relating to suspicious emails.

Suspicious E Mail – Check your money balance
A resident has received a suspicious e mail  relating to  their account, The e mail reads  ‘Attention’ Check your money balance on’ , then gives a link to click on.

We would like to remind residents not to automatically click on links in e mails, please see full advice in the link below relating to suspicious emails
 Scam E Mail – Stranded in  a Foreign Country
 An e mail has been received by a resident which claims to be from a person known to them who states they need cash to be transferred to them, following an alleged assault abroad. The e mail claims that the holiday was at short notice and they  need money to get back home.

This is a scam. Please click on the link for more information and advice

http://www.hoax-slayer.com/stranded-scam.shtml
If you think you may have compromised the safety of your bank details and/or have lost money due to fraudulent misuse of your cards, you should immediately contact your bank, and report it to Action Fraud by calling 0300 123 2040, or visiting www.actionfraud.police.uk
Finally, we would like to remind residents and businesses to shred and dispose of your  paperwork safely to ensure that your details are not stolen.
Download Associated Documents
Documents accompanying this message are linked below. Click to download and open a file which use the popular PDF format. If you experience problems downloading or viewing a file please visit this help page.

· Scams and Cybercrimes (273 KB)

If you need to reply regarding this message, click on this email address: watch@owlcymru.org
Regards,
OWL Watch 
OWL Watch 
School Watch 
Email: watch@owlcymru.org 
Tel: 01352 708118



Police Contact Advice:
Telephone 999 in an emergency where there is a danger to life or a crime is in progress.
Telephone 101 for non-emergencies where police attendance is required, to report a crime or to report any other incidents. Calls to 101 have a fixed cost of 15p per call.
If you are calling about the above, please tell us that you are responding to a message from OWL.

Please do NOT press the reply button because this address is not monitored. If you wish to contact the person named above please email them directly atwatch@owlcymru.org (click the link). This email was sent using OWL. It is used by Flintshire & Wrexham OWL Association (OWL Cymru) to meet the modern requirements of community schemes as such School Watch. The content of this email is the responsibility of the author named above. To prevent emails from us being accidentally filtered into your Junk Mail folder please add noreply@owl.co.uk to your Safe Senders list.

If you do not wish to receive further communications from School Watch please log in to your account at www.owl.co.uk and go to the My Details page. If you then delete your email address and phone numbers from that page you will not receive any further emails or calls. Please note that by doing so you may miss out on vital information regarding local crime, incidents and events.

